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ODP €16-77
4 April 1977

MEMORANDUM FOR: Deputy Director for Administration

FPROM : Clifford D. May, Jr.
Director of Data Processing
SUBJECT : Compromise of Classified Data
REFERENCE ¢ ODP 582-A-77 dtd 31 March 77, same subject

1. The purpose of this memorandum is to advise you
of the current status of the Credit Union/IRS security com-
promise. This is the situation to the best of our knowledge
as of rriday, 1 Anril 1977.

2. Based on conversations between IRS representatives
and ODP technicians, it was determined that the only process-
ing done by IRS was the creation of a duplicate tape. This
duplicate, plus the Agency original, and all associated machine
run listings of those tapes, have been returned to the Agency.
Accordingly, we have concluded that no classified information
remains in the hands of IRS.

3. Following program correction, a subsequent tape,
produced in accordance with the original specifications,
approved by ODP, NWFCU and CC8, was delivered for validation
by NWFCU and £CS on Friday morning. Based on an examination
of this tape, WWFCU and CC8 still identified approximately
100 names which had to be removed before the tape would be
acceptable for distribution to IRS. It remains unclear to
ODP why the mutually acceptable logic did not exclude the
approximately 100 names. Investigation as to the cause for
this limitation will be undertaken. FProgramming efforts to
remove the 100 names was started on Friday, 1 April. We have
mutually agreed with NWFCU and CCS that we will have a tape
available by the opening of business on Wednesday morning,
STATINTL 6 April 1977. Upon review and approval by #AWFCU and CCS,
the data will be delivered to IRS.
tanding that an IRS representative
3y, 1 aApril, but this Office has

occurrence or nature of this visit.
referenced memorandum, we are conduct-
e that there is not a repetititon

11 be appraised of our findings.
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on an examination of this tape, HWPCU and CC8 still
identified approximately 100 names which had to be
removed before the tape would be acceptable for
distribution to IrRs., 7Tt remains unclear to ODE why
the mutually acceptable logic did not exciude the
gpproximately 100 names. Investigation as to the cansge
tor this limitation will be undertaken. Brogramming
affort to remove the 100 names was started on Friday,
I April. We have mutually agreed with Nweep and CCs
that we will have & tape available by the opening of
business on Wadnesday morning, 4 April 18%7. Upan
review and approval by NWFCU and €02, the data will be
delivared to YRS.

4. It is our understanding that an IRS Rep visited
the Agency on Friday, 1 April, but this office has not
breen ﬁﬁvisaﬁ &8 to the occurrence or nature of this visit,
As Iin paragraph 7 of the referenced memorandum, we are
sonducting a post mortem te insure that there ig not g
repetition of this situation. ¥You will be appraised of

oy findings.

Clifford D. May, Jr.
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SRMORARDEN FOR:  Daputy Cirector for sdministration

PRGOS » T1ifford . Hay, Jr.
HMreactaer of ata Pragsssing

gL BIECY ¢ Cemvromise of Classified Tsta

i. The pursods of this mescrandan is to advise you
of 3 compromise of slaseifled informatios involving Forth-
waat Fedaral “redit Uulen {(SWPCU) reccyds.

Z. Arnvally the TWPCU sabplts o the Intewnal Pavenue
zervice (Ing8) a listing of all overt active duty esployess wio
are pald dividenda by the “redit vsdea. 7nhis listing contains
the name, sddress, %1 sad amgunt pald is dividende during
the previons vear. Tor the 1974 taxable year, it was Jecided
to include in the listing retired ovart susloveas. ODP
designed a computey orogran tO eoppars the PO records
with 58%°'s contaland in the Cower ant Jomserclal Ziaff records
and slisinate all “HPCU records for persoanel under cover. e
verged listing, without ths nawmes of covarsd rersennel, would
ne gent 0 the IRE,

3. taring the past weskend, this new (rogras wig run
ig the OLP Compuber eunter and the ressaltant taps was Jleliv
arad to the YICU repressntatives for Lasd carrying to the
IRE 4 Philadalphia. "he tapw was accowpanied Sy a & or 5
page printout so Lhat RS could determine whether the .lata
oa the taps #as in proper format., “he tepe and printout were
deliverad at noon on X% capeh 1377, Zhout 1690 hours on
i mareh, the 20P vyrogrammers, in the sourse of Jocameatiag
tha progras chanagsz, noted asvaral sames of ersonnsl they
kRew to be aader covar Ln the nrintovt of the iaforsmation
ageut to IRE. It wazx ¢lear that we bed givan I8Z a tepe oon
caining classified JI0 information.

4» 1 ageordance with DP procedures, the 0P Esourliy
offiger was immodiataly notifisd, The fugurity fflcer con-
taated a SHPCU reprseentative, axplained Lo problem, and
asked for the name of o cortact at IJRE. 7Tz Iedurity ofiicer
then contacted the nerson at IA%, advised oin that the taye

orobably contaived classifisd information, ané asked Lir aot
Lo pregess it and glve it propor protsction., “Tha IHG yoprés
gantative agrosd to take this actiorn,

s 28742
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bs  farly om 30 careh, tae rficg of Laourity %ﬁ42§§%ﬁﬁ
o arrangs {or thedir rTepregentative 4

viek up tha tape frog Ll i4a end returs it to R BEUAT LY S,
The IRE rapregentative in vhiladeipnia, wondarding way o IA
should e interested in an SHECU tape, checked with ais Baper -

visor in Weshisgton., iy resultes call Fyowm aag 4£m§§§amt
cosnissioner of 14D ¢ A8 Lne xeaaf@ :
fuxther discassions throwya thls chasnel, Arrangements woers
nmade for & (WICU cmployee te sdek up the taps in Priladelphia
oa 31 <axeh. We also lsarned Larougsi this chasnel that some
nroeessing of the (8PCU Lape was done by TAL sefors recaiving
the call from the <1z seourity Officer, contrary to the in-
formation wa wers given zarlisy,

. Lurreat itatus and Fanding celons as of 2336, 31 arcs.

A A S ik, 8 e S iR -

&, i belisve that aboub zixteas sawesd of weocpls
ander covar are included on the 4~5 paga printout provided
O IRE, e believs as BNy 48 1508 nanes of vacple ander
sover nay be inoluded in the tape given to IRE., w4
helieve that normal Ias proceduree for srotecting income
tax-related data will 2nzure protegiion of Ia classified
data frosm further diagasnination,

b, ¥e have positively idaentifiac 4548 Porrectad tne
programaing arxer which caused tie classified inforaation

e aposar in the tape sent to fniladelpnia,  Tohe sregramsad e
YO causel the naned of 20verad pexsosnel with ‘/Ore Lhan
oag acooust in the HICU to appsar in tne tape that went

Lo IER,

e Ha will have a anew tape rRady this woreing for
delivery to IRZ iy an swpcy reprasentative. - Cover and
vosmereial Staff {Cog) represontative %11l Le asked to
soXeen A printeut of che new SRS, TO o a2asGes bhab it con-
talng no namag of covarad Eracnnel ,

e ¥haw the tape is elsared 2y CE, 1t will be
relassed to TE3. he eriglesl tape will Le retrioved
when the new one in delivereds o RS,

. An 9L0f80e of Zogurity reorageontative will seaet
with TCf personnael this =ernivg to oo over tha listing of
nases of covered anslovecs thatb eriginally was sant so
I8%. A Jeternimation will be nace ragarding actions
that should ba taken in view of tie ogxpromise.

£y
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£. ShP representatives, working through
B il attempt to datersine whother IBS still
retalas any of the slassified data as a result of their
prossssing of the tape, ¢ 20, further action, as ap-
propriate, will be taken through 'ir. _ 25X1A

7. “he release of the original taps o aa outsids
organigation without firas scraening a prinstout for classi--
Tied information appoars tec ve a clear viclation of publistoed
WDF security isstructicns. After all the facte ars Lnowo,
appropriats aetion will be taken.

=x

H T will keep you advised of further developmsnts,

CAdECerd L osaw, Jr.
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